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1. TACHIOPT ®OHJIA OIIEHOYHBIX CPEJACTB

1.1 Ilepeyennb KoMNeTeHIMI ¥ ITaNbl HX GOPMHUPOBAHKS B Ipolecce
OCBOCHHS THCHUIIHHBI

B pesynprate ocBoenuss OIIOIl OakamaBpuara o0Oy4aromUWCS TOJDKEH OBJAICTh
CJICAYIOIIMMHU Pe3yJbTaTaMu 00yUYeHHs 10 TUCIUILIMHE:

Kon Conepxanue [InanupyemMble pe3yabTaThl OCBOCHUS
KOMITETCHIINH KOMIIETCHIINHU JUCHUTITUHBI
3HaTh: Meronpl cOopa W aHauM3a  HAay4HO-
TEXHUYECKOU uH(bopMaIuu no TEMaTUKe
CIIOCOOHOCTD .
HCCIIEI0BAHMIM.
MPOBOUTE cOOp,
YmMmerb: uMTaTh U TOHUMATH ayTEeHTUYHbIC
aHaJIN3 HAy4yHO-
. NyOIUIMCTUYECKUE U HAYYHO-TIOMYJISPHBIE TEKCTHI,
TEXHITHICCKOH UCIIONB3YsI OCHOBHBIE BU/IbI YTEHUS
I1K-22 nHpopmaruu, Y
(03HAKOMUTEBHOE, u3ydJaroliee,
OTEUECTBEHHOI'0 U
MOWCKOBOEG/TIPOCMOTPOBOE) B 3aBHCUMOCTH  OT
3apyOeKHOTO OTBITA .
KOMMYHUKaTUBHOM 3aJ1a4H;
10 TEMaTHKeE
Buaaners: HaBbIKaMHu OMOIHOTrpadUUECKOro MOUCKa C
WCCIIEIOBAHUS
HCIIOJIb30BAaHUEM COBPEMEHHBIX HH(GOPMAIMOHHBIX
TEXHOJIOTHA.
3HaTh: OCHOBHYIO TEPMHUHOJIOTHIO cBoei
CIIOCOOHOCTD CIIeIMATLHOCTH, Hanbosee o0meynoTpeOuTEeNbHEIE CI0Ba
0(OpPMIIATH ¥ BBIpOXEHHs, IIpaBUJa MW OTalbl COCTaBJICHUS
MOJIy4YCHHBIC AHHOTalluu 1 pe(bepaTa HAayY4YHOI'O TCKCTA.
pe3ynbTaTel B BUIIE YMerThb: O(bOpMJ'ISITI) IMOJIYYCHHBIC PE3YyJIbTaTbl B
K-26 pe3eHTalluiA, BUJIC€ TIpE3EHTAIMil, HAYYHO-TEXHUYECKUX OTYETOB,

HAyYHO-TEXHUYECKUX
OTYETOB, CTaTeH U
JTOKJIaZIOB HA HAy4YHO-
TEXHUYECKUX
KOH(epeHInsIx

cTaTed U  JOKJIaJOB HAa  HAay4YHO-TEXHHYECKUX
KOH()EPEHIIUSX; HCIOJIb30BaTh MHOCTPAHHBIN SI3BIK B B
poeCCHOHAIBHON ACATEIBHOCTH; pedepupoBaTh M
aHHOTHPOBATh JIUTEPATYPY MO CIELUATLHOCTH.
Baanerb: HaBblkamMu paboOThl C  OPUTHHAIBLHON
JIUTEPATYPOU 110 CIIELUATILHOCTH.

1.2 ITaciopT (poHAA OLEHOYHBIX CPEACTB IJIsl MPOBEAeHHUA TeKyLeld H TPOMEeKYTOYHOM
arTecTalMU O0YYAKO LM XCS

Kon
KOHTPOIIU HaunmenoBanue
Ne KonTponupyemsie .
pyemoit OLICHOYHOT'O
n/m TEMBbI JTUCITUTINHBI
KOMIIETEeH cpeacTsa
1707
1. 1. [TepeBox TekcTa.
TpeboBanwmst K
ng €BOJI IK-22,
P Y- [1K-26 YTEHUE U TIEPEBOJI TEKCTA, 3a4eT.
1 | Ocobennoctu u
crocoObI epeBoia
TEPMHHOB.
1. 2. PedepupoBanue [1K-22, Urenue u nepeBos] TEKCTa,
TekcTa. Thunsl I1K-26 pedepupoBaHme TEKCTa, 3a4€T.




pedepara. CtpykTypa
pedepara. OcCHOBHBIE
aTarnbl pedepara.
Crieruduka si3plka B
pedepare. CriocoOb
U3IIOKEHUS
nHpopmaiuu B
pedepare. Haubonee
001IeyOTpEeOUTETHHBI
€ KJIUIIC U BBIPAKCHHUSI

1K-22, PedepupoBanue  Tekcta IEPEBO
1.3. Pedepar-koHCTIEKT I1K-26 pHb ’ peBOA
TEKCTa, 3a4erT.
1.4. lnpopmaTuBHBIN [1K-22, PedepupoBanue  TekcTa,  MepeBOA
pedepar I1K-26 TEKCTa, 3a4eT.
1.5. IIpoGnemMHBbIi [IK-22, IIK- | PedepupoBanue  TeKCTa,  MEpPEBOJ
pedepar-pe3rome 26 TEKCTa, 3aYeT.
2.1. AunoTanus. Bussr
o A [1K-22, AHHOTHpOBaHME  TEKCTa,  IEPEBOJ
aggoTtanui. Pasmuuusa
I1K-26 TEKCTa, 3a4er.
pedepara u aHHOTAIUU
2 [IK-22, [IK- | AHHOTUpOBaHHE  TEKCTa, IEPEBO
2.2. O0mue aHHOTAINT ? P PeBOA
26 TEKCTa, 3a4eT.
2.3.
I1IK-22, [IK- | AHHOTUpOBAaHME  TEKCTa,  MEPEBOL
Crneunanu3upoBaHHbIE
26 TEKCTa, 3a4eT.
AHHOTAalLlUU

1.3 Kpurepun oneHuBaHus pe3yibTaTa 00y4eHUsI 10 AMCHMILJIMHE U IIKAJIA OLeHUBAHUS

Ypoenu cghopmuposannocmu
KOMNemeHyuu

OcHoBHbIE IPU3HAKH YPOBHS

Ilopozoeswiit (6azoewtit) yposens
(Ouenka «3», 3auTeHo)
(00s3aTENBbHBIN 110 OTHOIIICHHUIO
KO BCEM BBIITYCKHUKAM K
MOMEHTY 3aBEpIICHUS UMHU
o0yuenus o OITOIT)

- OO1ee mpencTaBiIeHUE O TpaMMaTHYECKUX (opMax U
KOHCTPYKIHUSIX AHTJIMHACKOrO S3bIKa; 3HAHUE OCHOBHOM
JICKCHKH B paMKaxX 0003HaYCHHOH TeMaTHKH U
poOJIeMaTHKH.

- ba3oBoe ymeHue 4MTaTh M NMOHUMATh AYyTCHTUYHBIE
Hay4HBIC TEKCTHI.

- ba3oBoe BnaseHue HaBbIKaMH OHOIHOTrpadUUIECKOrO
MOWCKa  JIUTEPAaTyphl Ha  HWHOCTPAHHOM  S3BIKE,
UCTIOJIb30BAHUE MHOCTPAaHHOTO A3BIKA B
npodecCHOHATBHON AEATEILHOCTH.

IToBbIIeHHBIN (IPOABUHYTHIN)

yposenb (Ouenka «4»,
3auTeHo)
(TpeBOCXOAUT MOPOTOBBII
(0a30BBIif) YPOBEHb I10 OJTHOMY
WJIH HECKOJIBKUM CYIIECTBECHHBIM
IIpU3HAKaM)

- ChopMUpOBaHHEIE, HO COACPKAIINE OTCITbHBIE
npoOesbl 3HaHUS TPaMMAaTHYECKUX (POPM U KOHCTPYKIIUHA
AHIJIMACKOTO S3bIKA; JIEKCUKUM B paMKax 0003HauCHHOMN
TEMaTHKH U TIPOOIEMaTHKN OOIICHHUS.

- CdopmupoBaHHble, HO HMCIOIIHE OTACIbHBIC
HEJOCTaTKW YMEHHE YHUTaThb U MOHUMATh ayTEHTUYHBIE
HAy4YHBIE TEKCThI, WCIOJIH30BAHUE OCHOBHBIX BHJIOB
YTEHUS

- CdopMupoBaHHOE, HO UMEIOIIEE  OTACIbHBIC
HEJIOCTAaTKW BJIAJICHUE HaBbIKaMU OMOIHMOTpaduuecKkoro
MOWCKA  JIUTEPAaTypbl HAa  MHOCTPAHHOM  SI3BIKE,
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HCIIOJIb30BaHUE WHOCTPAHHOTO SI3bIKa B
npoecCUOHATLHON IEATEIbHOCTH.
Bbicokuii (MpeBOCXOAHBI) | - CdopmupoBaHHbIE 3HAHUS TPAMMATHYECKUX (HOPM H
YPOBeHb (Onenka «5», KOHCTPYKLMA aHIIMHACKOTO s3bIKa; 3HAHHE HAayqHOH
3aureno) TEPMUHOJIOTUM TI0 CBOEH CHEUUAIbHOCTH, OBJIAJCHHUE
(IPEBOCXOMUT TIOPOTOBBIN HaBbIKAMHU  TI€peBOJa TEPMHUHOB U  TEKCTOB IO
(6a30BbIil) ypOBEHb 110 BCEM CIeNHaIbHOCTH.
CYLIECTBCHHBIM IIPU3HAKAM, - C(bOpMI/IpOBaHHOG YMCHHUC UYUTATb W T[OHUMATH
npearoaaracT MaKCUMaJIbHO AYTCHTUYHBIC HAay4YHBIC TEKCThI, HUCIIOJB30BaHUEC
BO3MOXHYIO BBIPAKEHHOCTD OCHOBHBIX BUJIOB UTCHHS
KOMITCTCHITHH) - CdopmupoBaHHbIe BJIaJICHUE HaBBIKaMH
oubnuorpaduyeckoro  MOUCKAa  JUTEpaTypel  Ha
WHOCTPAHHOM $I3bIKE, MCIOJb30BaHUE HWHOCTPAHHOIO
SI3bIKA B MPO(PECCHOHATBHON IS TETLHOCTH.

2. ®OHJl OHEHOYHbBIX CPEACTB JJIAA IPOBEJAEHUA TEKYIIEI'O KOHTPOJIA
2.1 3apaHus AJ51 CAMOCTOATEIbHO PadoThl M CPeACTBA TEKYLIEr0 KOHTPOJISA
Pa3nes 1. OcHOBBI IepeBoa U pepepUPOBAHNS HAYYHOI'0 TEKCTA.

Tema 1. [lepeBoa TexcTa. TpeGoBanus k nepeBoay. Oco0eHHOCTH U CNOCOOBI MePeBOIA
TePMHUHOB.

1) UreHnue u nmepeBo TEKCTA.
THE RISE OF IBM

IBM started in the late nineteenth century as manufacturer of electromechanical office
tabulating equipment: the company took its current name in 1924. It financed one of the first
digital computers, a clacking electromechanical monster known as Mark 1, in 1943. IBM's first
president Thomas Watson, Sr., commissioned the project, possibly as an expensive publicity
stunt - research, advertising, and publicity-all came out of the same budget in those days. IBM
did not immediately enter the computer business after the war and did not deliver its first
computer until 1953. In 1954 IBM was only the fourth-ranked computer producer, well behind
computer industry pioneer - Radio Corporation of America (RCA). That year IBM introduced
the Model 650, the first computer to utilize punch-card technology.

Over the next decade, IBM made heavy investments in research and development under
Thomas Watson, Jr., who took over from his father as IBM president in the mid-1950s. IBM
capitalized on its manufacturing expertise to produce a full line of peripheral equipment: printers
terminals, keypunch machines and card sorters that brought enormous profits for IBM and
unbeatable competition for other computer manufacturers.

By the mid-1950s, IBM threatened to dominate the entire computer industry with its fast-
selling Model 650. IBM also offered its computers for sale for the first time instead of renting
them as it previously had insisted. This allowed leasing companies to buy computer equipment
from IBM and then rent it to computer users at prices lower than IBM itself could charge. These
changes opened up competition in the computer services and equipment leasing markets.

In April 1964 IBM introduced the Model 360, the first computer that came in a variety of
sizes and that was compatible with many different applications. Software and peripheral devices
that worked on any one of the versions also worked on the others and were also "backward
compatible” with earlier IBM models. Before, users had to start over with entirely new software,
printers, terminals and so on, whenever they switched to a larger computer or added a new
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application. The Model 360 and its successor, the Model 370, led the company to dominance of
both U.S. and international markets.

IBM's enormous success with room-sized mainframe computers eventually proved its
undoing. It made unsuccessful entries into many of the specialized computer markets that later
emerged. IBM abandoned the high-performance supercomputer market in the 1960s, and it
entirely missed the minicomputer trend, pioneered in the early 1960s by Digital Equipment
Corporation.

By the time IBM came out with its own models, minicomputers were about to be made
obsolete by another new product that IBM ultimately failed to capitalize on the desktop-sized
personal computer.

1. IIpounTaiite TEKCT.

2. BeInonHuTE rpaMMaTUYECKUN aHAJIN3 KaXKJI0T0 U3 MPEII0KEHNH.

3. HaiinquTe 1 nepeBeauTe KIIFOYEBBIE CJI0BA B TEKCTE M OCHOBHBIE TEPMUHBI.

4. IlepeBeauTe TEKCT, OOpalas BHUMaHUE Ha TPaMMaTHIECKYIO0 CTPYKTYPY OPUTHHAILHOTO
TEKCTA.

Tema 2. PeepupoBanue Tekcra. Tunsl pedepara. Crpykrypa pedepara. OCHOBHBbIE
Tanbl pedepara. Cnennpuka a3pika B pedgepare. Criocodb! u3iioxeHuss vHGopManun B
pedeparte. Hanbosee 001meynorpeduTe/IbHbIE KIMIIE U BIPAKEHUS

1) PedpepupoBanue u mepeBo TEKCTA.
A computer system

A computer system is a collection of components that work together to process data. The
purpose of a computer system is to make it as easy as possible for you to use computer to solve
problems. A functioning computer system combines hardware elements with software elements.
The hardware elements are the mechanical devices, the system, the machinery and the
electronics. The software elements are the programs written for the system. Collectively these
components provide a complete computer system.

Usually, a computer system requires three basic hardware items: the central processor
unit, which performs all data processing, a terminal device, which helps users to communicate
with their computer system and a memory storing programs and data. These three devices are the
required hardware components of any computer system. Computer system includes many other
devices: a printer, a scanner and a modem. These computer devices are called hardware.

A set of instructions telling a computer what to do is a program. Programs are usually
written in a Programming languages like Pascal, C++, etc. Applications are programs for specific
tasks. Applications include: database software, spreadsheets calculations, word-processing on a
word processor. To function hardware and software, a computer needs an operation system
program. Some operation systems require users to type in commands to tell the computer what to
do. Many computers use a graphical interface or point-and-click interface such as Windows.

Some interfaces allow plug-and-play, the possibility of connecting new hardware of the
computer without having to adjust or configure the system to take the new hardware into
account: the interface program recognizes the hardware automatically.

1. ITpounTaiite TEKCT.

2. Beimenure B TeKCTE OCHOBHBIE CMBICIOBBIC YaCTH.
3. BelenuTe B TEKCTE KIIIOUCBEIC CIIOBA.

4. CocTaBbTe KpaTKHil TUIaH TEKCTA.



5. Onupasich Ha COCTaBIICHHBIH IJIaH, BBIOJIHUTE peeprupoBaHre TEKCTA.
6. IlepeBenure TEKCT.

Tema 1.3. Pedepar-koHCHeKT.
1) PedepupoBanne u mepeBo TEKCTA.
ELECTRONIC NEWSPAPERS: WILL THEY BE HERE SOON?

Economic realities are pushing the nation's dailies to the edge of a new era: delivery of
written news to customers on their home screen. Confronted with a technological revolution that
threatens their survival, American newspapers are joining the electronic age instead of fighting
it.

Some are already experimenting with transmission of stories electronically into homes for
reading on television screens. Many big newspapers are buying into cable television companies
as a step toward electronic publishing. At the same time newspapers are putting more emphasis
on the quality of their writing and reporting to gain new readers and keep those they already
have.

Behind those developments are hard and increasingly important facts. During the 1970s
total daily newspapers' circulation in the US hovered around the 60 million marks despite an 11
per cent rise in the nation's population and a 22 per cent increase in the number of households.
The proportion of people who read a paper daily dropped from 69% to 57%. Afternoon
newspapers would hardly compete with the television network evening program.

Growing number of publishers see electronic technology as a possible answer to these
problems. They fear that if they don't go down that road the others will. The new technology is
bringing all media into a common arena. The distinction that separated newspapers from
magazines, that made television different from newspapers is now blurring.

Nobody knows for sure how rapidly electronic publishing will become a part of everyday
journalism. Already some newspapers are leasing cable channels on which subscribers are able
to read reports from various wire services, local news rewritten for viewing on a screen, weather
and even advertising. Many people see a wholesale shift from print to electronics as still decades
away. They cite cost factors and also argue that reading words on a screen is a much less
efficient way than print to absorb large amounts of information.

For these reasons, some analysts believe electronic publishing will develop slowly, with
most papers limiting themselves to transmission of stock tables, motion pictures listings, sport
results, headlines, classified ads and similar materials. All these are relatively easy to read on
screen and can be continuously updated.

Even such limited transmission would lead to shrinkage in the size of the daily newspaper
subscribers. Therefore publishers are taking steps to make dailies more competitive with
television's attractions by improving content and making new use of print technology.

1. ITpounTaiite TEKCT.

2. Beimenure B TEKCTE OCHOBHBIE CMBICIOBBIC YaCTH.

3. BelzenuTe B TEKCTE KIIIOUCBEIC CIIOBA.

4. CocTaBbTe KpaTKHil TUIaH TEKCTA.

5. Onupasich Ha TUIaH, COCTaBbTe peepaT-KOHCIIEKT TEKCTa.
6. IlepeBenure TEKCT.

Tema 1.4. UndopmaTuBHbIil pedepar.

PedepupoBanue u nepeBoa TeKCTaA.



Data Theft: How Big a Problem?

Data theft is, quite simply, the unauthorized copying or removal of confidential
information from a business or other large enterprise. It can take the form of ID-related theft or
the theft of a company’ s proprietary information or intellectual property.

ID-related data theft occurs when customer records are stolen or illegally copied. The
information stolen typically includes customers’ names, addresses, phone numbers, usernames,
passwords and PINs, account and credit card numbers, and, in some instances, Social Security
numbers. When transmitted or sold to lower-level criminals, this information can be used to
commit all manner of identity fraud. A single data theft can affect large numbers of individual
victims,

Non-1D data theft occurs when an employee makes one or more copies of a company’ s
confidential information, and then uses that information either for his own personal use or
transmits that information to a competitor for the competitor’ s use. However it’ s done, this is
a theft of the business’ intellectual property, every bit as harmful as a theft of money or
equipment. A company’ s confidential information includes its employee records, contracts
with other firms, financial reports, marketing plans, new product specifications, and so on.
Imagine you’ re a competitor who gets hold of a company’ s plans for an upcoming product
launch; with knowledge beforehand, you can create your own counter-launch to blunt the impact
of the other company’ s new product. A little inside information can be extremely valuable —
and damaging for the company from which it was stolen.

Data theft can be a virtual theft (hacking into a company’ s systems and transmitting
stolen data over the Internet) or, more often, a physical theft (stealing the data tapes or discs). In
many ways, it’ s easier for a thief to physically steal a company’ s data than it is to hack into
the company’ s network for the same purpose. Most companies give a lot of attention to
Internet-based security, but less attention is typically paid to the individuals who have physical
access to the same information.

One would expect data theft to be somewhat widespread. And it probably is — if we truly
knew all the numbers. The problem with trying to size the data theft issue is twofold. First, many
companies do not report data theft to the police or do not publicize such thefts; they’ re
trying to avoid bad publicity. And even when data theft is reported, the dollar impact of such
theft is difficult to ascertain.

Whichever number is correct, that” s a lot of stolen data. Add to that the immeasurable
cost of intellectual property data theft, and you get a sense of the size of the problem — it’ s big
and it” s getting bigger.

Unfortunately, there’ s little you as an individual can do to prevent data theft; the onus is
all on the company holding the data. You could reduce your risk by limiting the number of
companies with which you do business, but that may not be practical. Being alert is your only
defense against this type of large-scale theft.

1. ITpounTaiite TEKCT.

2. BoiienuTe B TEKCTE OCHOBHBIE CMBICIIOBBIE YACTH.

3. Boigenute B TEKCTE KIIIOUEBBIE CIIOBA.

4. CocTaBbTe KpaTKHil TUIaH TEKCTA.

5. Onupasich Ha IJIaH, COCTaBbTE MH(POPMATUBHBIN pedepar TekcTa.
6. IlepeBenure TEKCT.

1. 5. po6aemnrlii pedepar-pesrome.

PedepupoBanue u nmepeBoa Tekcra.
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What is Malicious Code?

Malicious code is any code added, changed, or removed from a software system in order
to intentionally cause harm or subvert the intended function of the system. Though the problem
of malicious code has a long history, a number of recent, widely publicized attacks and certain
economic trends suggest that malicious code is rapidly becoming a critical problem for industry,
government, and individuals.

Traditional examples of malicious code include viruses, worms, Trojan Horses, and
attack scripts, while more modern examples include Java attack applets and dangerous ActiveX
controls. Viruses are pieces of malicious code that attach to host programs and propagate when
an infected program is executed.

Worms are particular to networked computers. Instead of attaching themselves to a host
program, worms carry out programmed attacks to jump from machine to machine across the
network.

Trojan Horses, like viruses, hide malicious intent inside a host program that appears to do
something useful (e. g., a program that captures passwords by masquerading as the login
daemon.)

Attack scripts are programs written by experts that exploit security weaknesses, usually
across the network, to carry out an attack. Attack scripts exploiting buffer overflows by

“smashing the stack” are the most commonly encountered variety.

Java attack applets are programs embedded in Web pages that achieve foothold through a
Web browser.

Dangerous ActiveX controls are program components that allow a malicious code
fragment to control applications or the operating system.

Recently, the distinctions between malicious code categories have been bleeding
together, and so classification has become difficult. Any computing system is susceptible to
malicious code.

The growing connectivity of computers through the Internet has increased both the
number of attack vectors, and the ease with which an attack can be made. More and more
computers, ranging from home PCs to systems that control critical infrastructures (e. g., the
power grid), are being connected to the Internet. Furthermore, people, businesses, and
governments are increasingly dependent upon network-enabled communication such as e-mail or
Web pages provided by information systems. Unfortunately, as these systems are connected to
the Internet, they become vulnerable to attacks from distant sources. Put simply, it is no longer
the case that an attacker needs physical access to a system to install or propagate malicious code.

A second trend that has enabled widespread propagation of malicious code is the size and
complexity of modern information systems. Complex devices, by their very nature, introduce the
risk that malicious functionality may be added (either during creation or afterwards) that extends
the original device past its primary intended design. An unfortunate side effect of inherent
complexity is that it until it is too late.

A third trend enabling malicious code is the degree to which systems have become
extensible. From an economic standpoint, extensible systems are attractive because they provide
flexible interfaces that can be adapted through new components. Unfortunately, the very nature
of extensible systems makes it hard to prevent malicious code from slipping in as an unwanted
extension.

1. ITpounTaiite TEKCT.

2. Beimenure B TEKCTE OCHOBHBIE CMBICIOBBIC YaCTH.

3. BelienuTe B TEKCTE KIIIOUYCBEIC CIIOBA.

4. CocTaBbTe KpaTKHil TUIaH TEKCTA.

5. Onupasch Ha TUTaH, COCTaBbTE MPOOJIEMHBIN pedepar-pe3roMe TEKCTa.
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6. [lepeBenure TEKCT.
Tema 2.1. Aunorauusi. Buabl annoranuii. Pazianyus pedgepara u aHHOTALMH.

AHHoOTHpOBaHHe U mepeBoa Tekcra «ldentification and Authentication».

Identification and Authentication.

The process of authentication is often considered to consist of two distinct phases: (1)
identification and (2) (actual) authentication. Identification provides user identity to the security
system. This identity is typically provided in the form of a user ID. The security system will
typically search through all the abstract objects that it knows about and find the specific one for
the privileges of which the actual user is currently applying. Once this is complete, the user has
been identified.

Authentication is the process of validating user identity. The fact that the user claims to
be represented by a specific abstract object (identified by its user ID) does not necessarily mean
that this is true. To ascertain that an actual user can be mapped to a specific abstract user object
in the system, and therefore be granted user rights and permissions specific to the abstract user
object, the user must provide evidence to prove his identity to the system. Authentication is the
process of ascertaining claimed user identity by verifying user-provided evidence.

The evidence provided by a user in the process of user authentication is called a
credential. Different systems may require different types of credentials to ascertain user identity,
and may even require more than one credential. In computer systems, the credential
very often takes the form of a user password, which is a secret known
only to the individual and the system. Credentials may take other forms, however, including PIN
numbers, certificates, tickets, etc.

User identification and authentication are typically the responsibility of the operating
system. Before being allowed to create even a single process on a computer, the individual must
authenticate to the operating system. Applications and services may or may not honor
authentication provided by the operating system, and may or may not require additional
authentication upon access to them.

There are typically three components involved in the process of user authentication:
Supplicant. The party in the authentication process that will provide its identity, and evidence
for it, and as a result will be authenticated. This party may also be referred to as the
authenticating user, or the client.

Authenticator. The party in the authentication process that is providing resources to the
client (the supplicant) and needs to ascertain user identity to authorize and audit user access to
resources. The authenticator can also be referred to as the server.

Security authority/database. A storage or mechanism to check user credentials. This
can be as simple as a flat file, or a server on the network providing for centralized user
authentication, or a set of distributed authentication servers that provide for user authentication
within the enterprise or on the Internet.

In a simple scenario, the supplicant, authenticator, and security database may reside on
the same computer. It is also possible and somewhat common for network applications to have
the supplicant on one computer and the authenticator and security database collocated on another
computer. It is also possible to have the three components geographically distributed on multiple
computers. It is important to understand that the three parties can communicate independently
with one another. Depending on the authentication mechanism used, some of the communication
channels might not be used — at least not by an actual dialogue over the network. The type of
communication and whether or not it is used depends on the authentication mechanism and the
model of trust that it implements.

1. ITpounTaiite TEKCT.
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2. Boeienure B TEKCTE OCHOBHBIC CMBICIIOBBIC YaCTH.
3. BeigenuTe B TEKCTE KIFOUEBEIC CIIOBA.

4. CocraBbTe KpaTKuil IJIaH TEKCTA.

5. Onupasich Ha IJ1aH, COCTaBbTE AHHOTAIMIO TEKCTA.
6. [lepeBenure TEKCT.

2.2. O06mue aHHOTALIMM.
AHHOTHpOBaHI/Ie TEKCTAa M MEePeBOJA TCKCTAa.
Understanding Denial of Service

A denial-of-service attack is different in goal, form, and effect than most of the attacks
that are launched at networks and computers. Most attackers involved in cybercrime seek to
break into a system, extract its secrets, or fool it into providing a service that they should not be
allowed to use. Attackers commonly try to steal credit card numbers or proprietary information,
gain control of machines to install their software or save their data, deface Web pages, or alter
important content on victim machines. Frequently, compromised machines are valued by
attackers as resources that can be turned to whatever purpose they currently deem important.

In DDoS attacks, breaking into a large number of computers and gaining malicious
control of them is just the first step. The attacker then moves on to the DoS attack itself, which
has a different goal—to prevent victim machines or networks from offering service to their
legitimate users. No data is stolen, nothing is altered on the victim machines, and no
unauthorized access occurs. The victim simply stops offering service to normal clients because it
is preoccupied with handling the attack traffic. While no unauthorized access to the victim
of the DDoS flood occurs, a large number of other hosts have previously been compromised and
controlled by the attacker, who uses them as attack weapons. In most cases, this is unauthorized
access, by the legal definition of that term.

While the denial-of-service effect on the victim may sound relatively benign, especially
when one considers that it usually lasts only as long as the attack is active, for many network
users it can be devastating. Use of Internet services has become an important part of our daily
lives. Following are some examples of the damaging effects of DoS attacks.

« Sites that offer services to users through online orders make money only when users can access
those services. For example, a large book-selling site cannot sell books to its customers if they
cannot browse the site's Web pages and order products online. A DoS attack on such sites means
a severe loss of revenue for as long as the attack lasts. Prolonged or frequent attacks also inflict
long-lasting damage to a site's reputation — customers who were unable to access the desired
service are likely to take their business to the competition. Sites whose reputations were
damaged may have trouble attracting new customers or investor funding in the future.

« Large news sites and search engines are paid by marketers to present their advertisements to the
public. The revenue depends on the number of users that view the site's Web page. A DoS attack
on such a site means a direct loss of revenue from the marketers, and may have the long-lasting
effect of driving the customers to more easily accessible sites. Loss of popularity translates to a
direct loss of advertisers' business.

* Numerous businesses have come to depend on the Internet for critical daily activities. A DoS
attack may interrupt an important videoconference meeting or a large customer order.

» The Internet is increasingly being used to facilitate management of public services, such as
water, power, and sewage, and to deliver critical information for important activities, such as
weather and traffic reports for docking ships. A DoS attack that disrupts these critical services
will directly affect even people whose activities are not related to computers or the Internet. It
may even endanger human lives.
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e A vast number of people use the Internet on a daily basis for entertainment or for
communicating with friends and family. While a DoS attack that disrupts these activities may not
cause them any serious damage, it is certainly an unpleasant experience that they wish to avoid.
If such disruptions occur frequently, people are likely to stop using the Internet for these
purposes, in favor of more reliable technologies.

1. ITpounTaiite TEKCT.

2. Beigenure B TEKCTE OCHOBHBIE CMBICIIOBBIC YaCTH.

3. BelenuTe B TEKCTE KIIIOUECBEIC CIIOBA.

4. CocTaBbTe KpaTKHil TUIaH TEKCTA.

5. Onupasich Ha TUTaH, COCTaBbTE OOIIYI0 aHHOTAIIUIO TEKCTA.
6. IlepeBenuTte TEKCT.

2.3. Cnenuaju3upoOBaHHbIE AHHOTALMH.
AHHOTHPOBaHUE U NMePeBOJ TEKCTA.

“Phishing” is a new term widely popularized in mainstream media in the second half of 2003.
Microsoft defines it as any type of attack that attempts to lure users to a fake Web site to enter in
sensitive information that is then used for identity and banking theft. This
normally occurs via an e-mail, directing users to a phishing Web site.

Originally, phishers obtained passwords by tricking users into supplying the passwords in
response to an e-mail request. Although this method is still prevalent today, with firms such as
the major banks, eBay, and PayPal being among the largest targets, more complex and creative
methods have been developed to attempt to fool the end user.

These include such methods as directing users to fake Web sites that appear as if they are
issued by the same company (i. e., eBay, Chase, U.S. Bank), man-in-the-middle proxies to
capture data, Trojan-horse keyloggers, and screen captures. Phishing activity has been increasing
dramatically over the past few years.

The United States leads as the country hosting the most phishing sites, with 24.27 per
cent. The other top countries are China (17.23 per cent), Republic of Korea (11 per cent), and
Canada, with 4.05 per cent.

These statistics point out that this is a growing activity and increasingly used as a
criminal activity to open an account, make an unauthorized transaction, obtain log-in credentials,
or perform some other kind of identity theft.

A First Data survey in 2005 revealed that over 60 per cent of online users had
inadvertently visited a spoofed site. A Consumer Reports survey indicated that 30 per cent of
users had reduced their overall use of the Internet and 25 per cent had discontinued online
shopping. Where once there was trust in the major brands, as indicated earlier, this trust is
eroding with respect to online transactions, in large part due to a lack of trust in Web sites and
fear of identity theft.

Educating consumers about the dangers of phishing is a delicate balance. On the one
hand, consumers need to be vigilant in not responding to e-mails with links to sites requesting
their personal information; on the other hand, consumers should not be afraid to participate in
online commerce and use e-mail wisely. Phishing has become so prevalent that the Federal Trade
Commission (FTC) issued a consumer alert advising consumers how not to get hooked by a
phishing scam. The key points from the FTC included the following.

* If you get an e-mail or pop-up message that asks for personal or financial information, do not
reply. And do not click on the link in the message, either.

« Area codes can mislead (and may not be in your area due to VVoice-over-IP technology).

« Use antivirus and antispyware software, as well as a firewall, and update them all.

Do not e-mail personal or financial information.
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* Review credit card and bank account statements as soon as you receive them.

* Be cautious about opening any attachment or downloading any file from e-mails.

» Forward spam that is phishing for information to spam@uce.gov and to the bank or company
that was impersonated with the e-mail. If you believe you have been scammed, file a complaint
at www.ftc.gov.

However, the entire burden cannot be on the consumer. There are multiple known
delivery methods, attack vectors, and solutions to help minimize the risk. Organizations must be
vigilant in their education of internal and external customers, the design of secure software, the
maintenance of appropriate patch levels, and providing a phishing reporting and remediation
capability and must remain continuously aware of the techniques and threats related to this type
of attack.

1. ITpounTaiite TEKCT.

2. Beigenure B TEKCTE OCHOBHBIE CMBICIOBBIC YaCTH.

3. BelienuTe B TEKCTE KIIIOUECBEIC CIIOBA.

4. CocTaBbTe KpaTKHil TUIaH TEKCTA.

5. Onupasich Ha IJIaH, COCTaBbTE CHEIUATM3UPOBAHHYIO aHHOTAIIMIO TEKCTA.
6. IlepeBenure TEKCT.

2.2 KpuTepum OlleHKH Ka4eCTBa OCBOCHHS M CHUIIIHHBI

KadecTBO OCBOEGHMS MUCHUUIUIMHBI OLEHUBAETCS IO CTENEHM YCHEIIHOCTH OTBETOB Ha
NPKTUYECKUX 3aHATUSX, KadecTBa BBHIMOJHEHHUS CaMOCTOSTEIbHOW paboThl U pPe3ysIbTaToOB
MIPOXOKICHUS TECTUPOBAHUS.

Kputepun onienuBanust pedepupoBaHus 1 aHHOTHPOBAHUS TEKCTA.

Onenka «OmauyHnoy CTaBUTCS, €CIU YYAIIUHCS TMOJHOCTHIO IMOHSUT TEKCT, TOJHO U
TOYHO TepenaéT CoAepKaHME TEKCTa, BBICKA3bIBAHWUE JIOTUYHO, WCIIOJIIb30BAHBI CPEICTBA
JOTHYECKOW  CBSI3M, WCIIOJIb30BaHBl  PAa3HOOOpPA3HbIE JICKCMYECKHE ¢ TIpPaMMaTHUECKHUE
KOHCTPYKIIMKM B COOTBCTCTBHUHU C IOCTaBJICHHOU 321,[[3.‘-16171 n Tp660BaHI/I$IM JAHHOT'O TroJa
o0ydeHus1 s3bIKy. [ pamMmaTudeckue OMMOKHA JIMOO OTCYTCTBYIOT, JIMOO HE MPEHSTCTBYIOT
PCIICHUIO KOMMyHHKaTHBHOﬁ 3aayu. Hannune BBIBOJIOB U 3aKJIHOYUYCHUA

Onenka «Xopouto» CTaBUTCS, €CIIA yIAIIUNUCS TTOJTHOCTHIO TIOHSUT TEKCT, TIOJTHO W TOYHO
nepenaéT copepikaHUue TEKCTa, BBICKA3bIBAHHE JIOTMYHO, MCIOJB30BAHBI CPEICTBA JIOTHMYECKOU
CBSI3M, HCIOJNB30BaHbl PAa3HOOOpa3HBbIE IJIEKCHUECKHE M TpaMMaTUYECKHUE KOHCTPYKIIHMH B
COOTBETCTBUM C IOCTABIICHHON 3amadell W TpeOOBaHHSIM NpPOTrpaMMbl oOyueHwHs. J{OmyIieHbI
HC3HAYUTCIIbHBIC TI'PaMMATHYCCKHUC HWJIHM JICKCHUYCCKHC OI_HI/I6KI/I, KOTOPBIC HC MNPCHATCTBYIOT
peIIeHII0 KOMMYHUKATUBHOM 3aaun. Hanmuue BEIBOJIOB U 3aKITIOYCHUSI.

Ouenka «Yooenemeopumenvno» CTaBUTCS, €CIIM YYAUIUNCS TMOHSUI OCHOBHYIO TEMY
TEKCTa, CONEP)KAHWE TEKCTa MepelaHO YaCTUYHO WM HapylIeHa JOTHYHOCTh BBICKA3bIBAHUSL.
JlomymeHo  yMepeHHOEe  KOJMYECTBO  JIGKCHUECKMX W TPaMMATUYECKUX  OIIUOOK.
KomMmyHHKaTHBHAS 3a7aua pelieHa, HO BEIBOJIBI U 3aKITFOUEHUE OTCYTCTBYIOT.

Ouenka «Heydogremeopumenbno» CTABUTCS, €CIU yYalIUHUCA HEBEPHO MOHSII
OCHOBHYIO TeMy TeKcTa. BbIcka3bpiBaHWEe HeEJIOrH4HO. JlomymeHo OoJbIoe KOJUYECTBO
JICKCUYCCKUX U I'paMMAaTHYCCKUX OH_II/IGOK. KOMMyHI/IKaTI/IBHaH 3a/la4ya HC PCIICHA.

Kpurepun nepeBoga Tekcra

OLIGHKa «Omauyno» CTAaBUTCA, €CJIM MECPCBOJ TCKCTA IMMOJIHOCTHIO COOTBCTCTBYCT COACPIKAHUTIO
OpUTrHHaJIbHOI'0 TEKCTAa, T.C. TEKCTAa Ha HWHOCTPAHHOM SA3BIKC. HepeBe/:[eH Hn CaM TCKCT, H
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3arosioBoK. [ToHsATHA HaNpaBIEHHOCTh TEKCTa U ollIee ero coxepkanue B nepeBose Tekcra HET
(v gomymieHsl  1-2)  jekcuyeckux — omuOOK.  [IpaBMIBHO — TEpeBEACHBI  BCE
o0mieynoTpeOuTeNnbHbIE  TPOCThIE  CJOBa,  (hpa3eojoruyeckue  OOOPOTHL,  YCTOHUYMBBIC
cloBOocoYeTaHMs. BepHO mepenaH CMBICH CIIOXKHBIX ClIOB. Bce mpodeccroHanbHble TEPMHUHBI
nepeBeieHbl BEpHO. B mepeBose OTCYTCTBYIOT rpammaruyeckue omuOku (opdorpaduyeckue,
NyHKTYalluOHHbIE U Jp.) Bce rpammarnueckue KOHCTPYKIUH, OOOPOTHI, MpUIATOYHBIE
IPEeUIOKEHUS, NIEPEBEICHBI NPaBUIBHO IlepeBon HOJHOCTBIO COOTBETCTBYET
npodeccuoHaNbHOM CTHJIMCTUKE M HAIpaBlIeHHOCTH TekcTa. IlepeBos BbICKa3bIBaHUS
JIOTMYHBIH, MOCIIE0BATENbHBIN, COXpaHEHA CTPYKTYpa OPUTMHAIBHOTO TEKCTa, TEKCT pa3zelieH
Ha a03a1el

Ouenka «Xopouwio» craButcsi, eciu llepeBeneH U caMm TEKCT, W 3arojoBok.lloHsTHa
HaIpaBJIEHHOCTh TEKCTA M 00IIIee ero copepkanue. B mepeBoe Tekcra HET (MK AOMyIeHs! 1-2)
JeKCHYECKUX OIMOOK. OTaeNbHBIE CIOBa COOTBETCTBYIOT O0IIEH TemaTuke TekcTta. CMbICH
TekcTa nepeaan. HerouHo nepeBeieHbl HEKOTOpbIe 00LICYOTPEOUTENbHbIE CI0BA, YCTOWYNBBIE
CJIOBOCOUYETAHHUS, CJIOXKHBIE CII0Ba, (hpazeonornueckue 00opotsl. IlpodeccrnonanbHble TEPMUHBI
B OCHOBHOM II€peBeleHbl BepHO. B mepeBoje OTCYTCTBYIOT TpaMMaTH4YeCKUE OIINOKU
(opdorpaduueckue, nmyHKTyaunoHHblE W Jp.) HekoTopsle rpaMMaTHUECKHE KOHCTPYKIIHH,
000pOTHI, TNPUAATOUYHBIE MPEAJIOKEHUs, IepeBeleHbl MpaBWwibHO IlepeBoll B OCHOBHOM
COOTBETCTBYET MNpPO(ECCHOHAIBHOW CTUIMCTUKE W HANpaBIEHHOCTH Tekcra. IlepeBon
BBICKa3bIBaHUSI HE BE3[€ JIOTUYHBIA, IIOCIEIOBAaTE/IbHBIN, HO COXpaHEHa CTPYKTypa
OPUTHHAIBHOTO TEKCTA, TEKCT pa3/ieieH Ha a03allbl.

Onenka «Yoosnemeopumenbho» CTaBUTCS, €Clii nepeBoj Tekcta Ha 60 % ot obmiero oobema
COOTBETCTBYET COJECPKAHUIO OPUTHHAIBLHOTO TEKCTa, T.€. TEKCTa Ha WHOCTPAHHOM SI3BIKE.
[lepeBenen M cam TEKCT, W 3aroioBoK. [loHSATHa HampaBlIEHHOCTh TEKCTa U 0OIIee €ro
comepkanue B mepeBome Tekcra 1-2 sekcumueckue OmMOKH, HO OOIIas TeMaTHKa TEKCTa
MOHSITHA. CmbIc  TeKkcTa  IepenaH. HenpaBunpHo NepeBeICHBI HEKOTOpHbIE
o0IIeyOTpeOUTEeNbHBIE  CIIOBA,  YCTOWYHMBBIC  CIIOBOCOYETAHHUS,  CIOXKHBIE  CJIOBa,
dpazeonorudeckue 060poThl. [IpodeccronanbHple TEPMUHBI B OCHOBHOM II€PEBEJICHBI BEPHO,
HO 3-4 TepMHHa MOTYT UMETh HETOYHBIH mepeBo] B mepeBone 3-4 rpammaruyeckue OUIMOKH
(opdorpaduueckue, MyHKTyallUOHHBIE W 1p.) bonblras yacTe TpaMMaTHYE€CKUX KOHCTPYKIIWH,
000pOTHI, TPHUIATOYHBIC TMPEIJIOKECHUS, TEPEBEJACHB HEMpaBUILHO. [lepeBol B OCHOBHOM,
COOTBETCTBYET NPO(ECCHOHATBLHON CTWJINCTUKE U HalpaBIeHHOCTH Tekcra. llepeBon
BBICKA3bIBAaHUS HE BE3[le JIOTMYHBIA, TMOCIEAOBATEIbHBINA, HE COXpaHEHa CTPYKTypa
OpPUTHHAJILHOTO TEKCTa, TEKCT HE pa3/iesieH Ha a03alibl

Ouenka «Heydosi1emeopumenbno» CTAaBUTCA, €CIU YYalIUMWCS HE TOHSJI CMBICIIA
3a/1aHusl. 3arojIoBOK TEKCTa U TEKCT IEpPEBE/ICH, HO MEPEeBOJI TEKCTa HE COOTBETCTBYET €ro
OCHOBHOMY cojiepkanuto. CmbIca TekcTta He noHsATeH. Conepxkanue nepeBoaa b Ha 10 % ot
o0miero oobeMa TekcTa ( 1 MeHee) OTPakaeT TEKCT.

3. ®OHJI ONEHOYHBIX CPEJICTB VIS IPOMEXYTOYHOM ATTECTAIIUH 11O
JAUCHHUITVINHE

3.1 TeopeaneCRne BOIIPOCHI U MPAKTHYECCKHE 3aJaHUA AJA MIPOBECIACHUA 3a4YeTa U
IK3aMcHa

Bomnpocel 1J11 NOATOTOBKH K 3a4eTy
Teopernyeckne BONPOCHI Il MOATOTOBKH K 3a4eTy

1. TpeGoBanus k nepeBoy. OCOOEHHOCTH U CIIOCOOBI ITEPEBOIa TEPMUHOB
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. Ocobennoctu pedeprupoBanue Tekcra. TUmsl pedepara.

. Ctpykrypa pedepara. OcHOBHBIE dTanbl pedeparta.

. Criermuuka si3p1ka B peepare. CriocoObl N310KEHUST HHPOPMALUU B pedepare.
. OcobeHHoCTH cocTaBiieHus peepara-KOHCIIEKTa.

. OcobenHocTu cocTaBiieHus1 HH(POpMAaTUBHOTO pedepara.

. OcobeHHOCTH cocTaBlIeHUsI MPOOJIEMHOTO pedepaTa-pe3roMe.

. AnHoTtanusa. Bunel aHHoTaIuin.

. OcHoBHBIE pa3nuuus pedepaTa U aHHOTALINH.

10. OcobeHHOCTH cOCTaBJICHUS OOIIEH aHHOTAIIHH.

11. OcoGeHHOCTH COCTaBICHUS CIEIUATU3UPOBAHHON aHHOTAIINH.

O©oo~NooorTh wiN

IIpakTHYecKHe BOMPOCHI K 3a4ETy

3ananme 1 K TekcTy:

1. BemmonauTe pedepar-KOHCIEKT

2. BemonuuTte pedepar-pesrome

3. BemmonauTe nHbOpMaTHBHBIN pedepat

4. CocraBbTe OOIIYI0 aHHOTAIIMIO TEKCTa

5. CocTaBbTe CHIEHHATM3UPOBAHHYIO aHHOTAIUIO TEKCTA

Tekcr.
Information Warfare: Its Application in Military and Civilian Contexts

The lexicon of information warfare (IW), or cyberwar, to use a common variant, has been
around for more than two decades, but for most of that time it has remained the preserve of the
defense community. The privileging of military thinking is myopic. Information warfare
concepts deserve to be liberated from their military associations and introduced into other
discourse communities concerned with understanding the social consequences of pervasive
computing. Already, the principles and practices of information warfare are being exhibited,
more or less wittingly, in a variety of civilian contexts, and there are good grounds for assuming
that this trend will intensify, causing potentially serious social problems and creating novel
challenges for the criminal justice system. To paraphrase a well-worn cliché, information
warfare is too important to be left to the military.

The term “information warfare” is still popularly associated with high-technology
weapons and broadcast images of Cruise missiles seeking out Iragi or other military targets with
apparently unerring accuracy. The media’s early focus on smart bombs and intelligent battle
systems masked the potentially deeper societal implications of virtual warfare strategies. That,
however, is beginning to change, as journalists and pundits foreground computer hacking and
data corruption as pivotal information warfare techniques. Simplifications and confusions
notwithstanding, an axial assumption of information age warfare is that brains matter more than
brawn. In tomorrow’s battlefield, be it military or civilian, information technology will act as a
force multiplier. Traditional notions about the bases of superiority existing between attacker and
target may thus require redefinition.

Pandemic access to digital networks creates a downward adjustment of established power
differentials at all levels of society.

The principles and practice of information warfare have potentially much wider
implications for society at large in a networked age. We consider four spheres of activity in
which information warfare may very soon become relatively commonplace: military,
corporate/economic, community/social, and personal.
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3.2 Iloka3aTe i, KPpUTEPUH U IIKAJIA OLlCHUBAHHUS OTBETOB HA 3a4yeTe / IK3aMeHe

3auer
Onenka Onenka
«3aYTEHO» «HE 32YTEeHO»
OtBet CTyIEHTa OoOHapy>KUBaeT

CTyaeHT moKa3bIBaeT 3HAHHWE OCHOBHOTO
yuyeOHOro  Marepuania B oObeMme,
HEOOXOIMMOM JUIST MIPOJIOKEHUS
00ydeHusi. CipaBisieTcsl ¢ BBITOJTHEHUEM
MPAKTUYECKUX 3aJIaHHM,
MIPETYCMOTPEHHBIX MIPOTrpamMMOi,
CYIIIECTBYIOIIHE MOTPEITHOCTH HE
CYIIECTBEHHbl M HE TMPEMSITCTBYIOT
pelIeHNI0 KOMMYHUKATUBHOU 3a/1a4u

CylIecTBEHHBbIE  TpoOeiasl B 3HAHUU
OCHOBHOTO  y4eOHOTro Marepuana, OTBET
HOCUT  OTPBIBOYHBIA,  MOBEPXHOCTHBII
XapakTep, CTYIEHT He CIpaBIseTCs C
BBIMIOJTHEHUEM  TPAaKTUYECKUX  3aJaHuil,
MPEeyCMOTPEHHBIX MPOTrpaMMOi 00y4eHHUs,
JIOITYCKaeT CYILIECTBEHHbBIE
rpaMMaTU4YeCKHe U JIEKCMUYECKHE OIINOKH;

KOMMYHUKATHBHAs 3a/la4a HC PCIIICHA
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